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Appendix A: Risk Category Definitions

Strategy risks — Risks arising from identifying and pursuing a strategy, which is poorly defined, is based
on flawed or inaccurate data or fails to support the delivery of commitments, plans or objectives due to a
changing macro-environment (e.g. political, economic, social, technological, environment and legislative
change).

Governance risks — Risks arising from unclear plans, priorities, authorities and accountabilities, and/or
ineffective or disproportionate oversight of decision-making and/or performance.

Operations risks — Risks arising from inadequate, poorly designed or ineffective/ inefficient internal
processes resulting in fraud, error, impaired customer service (quality and/or quantity of service), non-
compliance and/or poor value for money.

Legal risks — Risks arising from a defective transaction, a claim being made (including a defence to a claim
or a counterclaim) or some other legal event occurring that results in a liability or other loss, or a failure to
take appropriate measures to meet legal or regulatory requirements or to protect assets (for example,
intellectual property).

Property risks — Risks arising from property deficiencies or poorly designed or ineffective/ inefficient safety
management resulting in non-compliance and/or harm and suffering to
employees, contractors, service users or the public.

Financial risks — Risks arising from not managing finances in accordance with requirements and financial
constraints resulting in poor returns from investments, failure to manage assets/liabilities
or to obtain value for money from the resources deployed, and/or non-compliant financial reporting.

Commercial risks — Risks arising from weaknesses in the management of commercial partnerships, supply
chains and contractual requirements, resulting in poor performance, inefficiency, poor value for money,
fraud, and/or failure to meet business requirements/objectives.

People risks — Risks arising from ineffective leadership and engagement, suboptimal culture, inappropriate
behaviours, the unavailability of sufficient capacity and capability, industrial action and/or non-compliance
with relevant employment legislation/HR policies resulting in negative impact on performance.

Technology risks — Risks arising from technology not delivering the expected services due to inadequate
or deficient system/ process development and performance or inadequate resilience.

Information risks — Risks arising from a failure to produce robust, suitable and appropriate data/
information and to exploit data/information to its full potential.

Security risks — Risks arising from a failure to prevent unauthorised and/or inappropriate access to the
estate and information, including cyber security and non-compliance with General Data Protection
Regulation requirements.

Project/Programme risks — Risks that change programmes and projects are not aligned with strategic
priorities and do not successfully and safely deliver requirements and intended benefits to time, cost and

quality.

Reputational risks — Risks arising from adverse events, including ethical violations, a lack of sustainability,
systemic or repeated failures or poor quality or a lack of innovation, leading to damages to reputation and
or destruction of trust and relations.

Failure to manage risks in any of these categories may lead to financial, reputational, legal, regulatory,
safety, security, environmental, employee, customer and operational consequences.

Source: UK Government — The Orange Book — Management of Risk — Principles and Concepts 2023



